Guidance for professionals
Delivering the secondary online safety
toolkit safely and effectively

Setting ground rules
1. Choose your words carefully. Use language that will not offend or
upset anyone.
2. When you give an opinion, try to explain your reasons.
3. Listen to the views of others and show respect.
4. If you disagree, comment on what was said, not the person who said
it.
5. What is said in the online room stays in the online room. However
explain that if something is said or a behaviour causes concerns, or
in the event of a disclosure, you will need to speak to another
member of staff.
6. Although taking part is important, you can choose not to answer a
question or take part in an activity
7. If you’re worried about something that has happened to you or a
friend, don’t share it with the whole group, but do make sure you
talk to the session leader or an adult you trust after the session.
8. If you feel upset or anxious at any point, raise your hand at any time
and ask for ‘time out’.

Session 1
Social networking

Activity 1: Social media experiences
“In, like, person, like, you have to,
like restrict yourself ‘cos there’s like,
rules and
boundaries in place, whereas, like,
online there’s less. Like, you can say
whatever you want”

“You feel like you’re
not as good as
everyone else”

“You can figure out what you’re gonna say and make it
sound better and, sort of, adjust it to what you want”

“There’s this girl and she got framed by someone in year 10.
Someone put a picture of her password and username on
their story, on Snapchat, so that everyone can see it.
Someone must have, like got onto her Snapchat, took a
picture, like off the internet. And then sent it to someone
and said that it was hers. And then it went round the whole
school and she got bullied”

For each quote, write down if you think the young person’s
experience has been positive or negative, and the reason for
your decision.

Things to know about social media
It’s easy to share
personal
information.
Some people might
use this to bully
others or to contact
you and lie about
being into the same
things.

Things to know about social media
You may see
stereotypes of how
men and women
should look and act.
Social media can
portray gender
stereotypes which
make people feel that
they need to fit in
with what they see
online.

Things to know about social media
It’s important to
identify what’s real
and what’s not.
Social media can give
you the impression that
everyone else has a
beautiful body and
perfect life.
People’s lives are often
edited and filtered on
social media.

Things to know about social media
Some people lie on social
media.

There are lots of fake
profiles on social networks.
People can pretend to be
young when actually
they’re much older.
It can be difficult to tell the
difference between
someone who’s genuine
and a fake.

Things to know about social media
If you feel
uncomfortable unfollow, block or
report.
Report inappropriate
contact to social
networking sites and
block the senders from
contacting you.
Unfollow users if the
content they post has a
negative impact on you.

Things to know about social media
There are support services to help young people
who are worried about something that’s
happened online.

Support sources for young people
An adult you know and trust.
This could be a your parent or carer, another family
member or a teacher. They can help create a plan to
stop the abuse.

Support sources for young people

If a young person is nervous about speaking to an adult they
know, they can speak to someone at Childline. Childline can be
contacted via a call or online chat confidentially, about
anything, 24 hours a day on 0800 1111.

Support sources for young people

If a nude image or video of a young person has been shared,
the young person can report it to Childline and they will work to
have it removed from the internet.

Support sources for young people

Support for young people up to the age of 25. They have an
online chat service, free helpline, and a text service.

Support sources for young people

A law enforcement agency which works to keep children and
young people safe from sexual abuse and grooming online.
Young people can make an online report if they are worried
about something that happened when talking to someone
online (this could be another young person or an adult).

Activity 2: Who can help?
Take a look at the following two scenarios about
young people experiencing negative aspects of
social media.

Write down who you think can help them.

Activity 2: Who can help?
Mia keeps getting DMs from different fake
accounts with nasty comments about how she
looks.
She’s tried to ignore the messages but it’s starting
to really get her down and she wants to talk to
someone about how she’s feeling.

Activity 2: Who can help?
A couple weeks ago, Jacob started speaking to a girl
who followed him on social media. She seemed really
nice at first and they began chatting every day.
But recently, Jacob has started receiving sexual
messages from her. He tried to change the subject and
made it obvious that he didn’t feel comfortable, but
she keeps sending the messages.

Activity 2: Who can help?
Jacob wants to know what will happen when he
makes a report to CEOP.

1. Visit https://www.ceop.police.uk/SafetyCentre/What-happens-when-I-make-a-reportYP/ and read the information about what
happens when a young person makes a report to
CEOP.

2. Find three key pieces of information that he
should know about reporting to CEOP.

Activity 3: New to social media
• Design a notification that could pop up on a

social media app or site when young people
join.
• It should contain three or more pieces of
information that young people should be
given before they create their account.
• The last piece of information should be about
how they report to the app or site if
something worries or upsets them.

Session 2
Online friendships

Activity 1: Friendships in a digital world

‘Sam’
13 year old in 2001

‘Alex’
13 year old in 2021

How have friendships changed in this time period?
Are these changes positive or negative?

Good friendships online
The chats that we have with friends, family or even boyfriends
and girlfriends can make us feel loved and special.
Whether your friends are online or people you know from
school, it’s important to make sure they’re good friend.
Good friends make
you feel:
●
●
●
●

Valued and accepted
Listened to
Respected
Happy and safe

Bad friends make you feel:
●
●
●

●

That you're not good enough
Pressured into doing things
Like your opinion doesn't
matter
Judged for your decisions

Characteristics of good friendships online
●
●
●
●

Support - helping your friend through any issues they’re having
Consent - asking for permission to share information about a friend
Trust - believing that your friend is telling the truth
Kindness - considering your friend’s feelings and treating them well

Activity 2: Characteristics of good
friendships online
Match the good online friendship characteristic to the
example of how this could be shown in a friendship
online.

Support

1. Asking your friend if you can post a picture of
them before uploading it.

Kindness

2. Knowing that you can share private information
with your friend and they won’t share it with their
followers.

Consent

3. Messaging a friend to check they’re okay after
noticing nasty comments of them online.

Trust

4. Telling people to stop sharing an embarrassing
photo of your friend.

Activity 2: Characteristics of good
friendships online
Match the good online friendship characteristic to the
example of how this could be shown in a friendship
online.

Consent

1. Asking your friend if you can post a picture of
them before uploading it.

Trust

2. Knowing that you can share private information
with your friend and they won’t share it with their
followers.

Kindness

3. Messaging a friend to check they’re okay after
noticing nasty comments of them online.

Support

4. Telling people to stop sharing an embarrassing
photo of your friend.

Activity 3: Helping a friend
Your friend is talking to someone who they
met online, but they don’t know if this person
is a good friend.
Write a message with three pieces of advice to
help them work it out.

Session 3
Sharing photos and videos

Activity 1: Things that get shared
online
Your friend has sent you a text saying they are
about to post the following scenarios.
Decide if this is:

OK to share

Not sure
or

find out more

Not OK to
share

Activity 1: Things that get shared
online

1. A video of their little brother doing
a funny dance

OK to share

Not sure
or

find out more

Not OK to
share

Activity 1: Things that get shared
online

2. A video they made at a party after
people had been drinking

OK to share

Not sure
or

find out more

Not OK to
share

Activity 1: Things that get shared
online

3. A photo of the person they are in a
relationship with, in their underwear

OK to share

Not sure
or

find out more

Not OK to
share

Activity 1: Things that get shared
online

4. A selfie with a friend who said
they could use it as their profile pic

OK to share

Not sure
or

find out more

Not OK to
share

Activity 1: Things that get shared
online

5. A nude photo of someone in their
year at school, that was sent to them
by someone else

OK to share

Not sure
or

find out more

Not OK to
share

Activity 1: Things that get shared
online

6. A funny pic of a friend, edited to
make her look really weird

OK to share

Not sure
or

find out more

Not OK to
share

Activity 1: Things that get shared
online

7. A photo of a friend posing in their
school uniform

OK to share

Not sure
or

find out more

Not OK to
share

Activity 1: Things that get shared
online
1. A video of their little
brother doing a funny
dance

2. A video they made at
a party after people had
been drinking

3. A photo of the person
they are in a relationship
with, in their underwear

4. A selfie with a friend
who said they could use
it as their profile pic

5. A nude photo of
someone in their year at
school, that was sent to
them by someone else

6. A funny pic of a
friend, edited to make
her look really weird

7. A photo of a friend
posing in their school
uniform

Activity 2: Helping a friend
Choose two of the scenarios that
you said are not ok to share.
Write a text message to your friend
which explains why you don’t think
they should post the photo or
video.

Example:
A video of your friend being
pushed by someone in the year
above at school

I don’t think you
should post that
video. They might
be embarrassed
about people
seeing it and have
the right to be
asked if it’s okay for
you post it

Posting pictures and videos

Things to remember about posting pictures
and videos
Always get consent before posting
a photo or video of someone else.
If you’ve taken a photo or video of
someone, make sure you have
their permission before you post it
online.
Think about if I could upset or
embarrass them and if you were
them, would you want it shared?
If you think the answer is no, ask
them first or don’t post it at all.

Things to remember about posting pictures
and videos
Privacy settings can
stop other people
from seeing your
posts.
Take time to learn how
to set privacy settings
on the social media
apps/sites you use, to
keep your posts
private.

Things to remember about posting pictures
and videos
Naked photos of
under 18s are illegal.
This includes nude or
semi-nude photos,
even if you’re taking
them of yourself.
It is never ok to share
other peoples’ nudes.
The law is there to
protect and support
young people.

5 things you can do if you’re worried about
a photo or video you’ve shared
1)

2)
3)

4)

5)

Take the picture or video down. Sounds obvious but if you’ve posted
it on an app, the fastest way to get it down is to remove it yourself. Log
on and delete it.
Ask others to delete it. If someone else has posted it, ask them to take
it down. If they won’t, speak to an adult you trust or someone in
school.
Report it to the website. You can make a report to the site or app to
ask them to take it down. Most sites have rules to stop people posting
embarrassing or hurtful photos or videos. If the post breaks the rules,
they should delete it from the site.
Get help if you’re being bullied. If people are being mean about a
photo or video, or sharing it to embarrass you, talk to an adult you
trust. You could also post a message on Childline’s message board, or
speak privately to one of their counsellors by calling 0800 1111.
Report if you’re being threatened. If someone is threatening to share
a photo or video you don’t want others to see, talk to an adult you
trust or report to CEOP - www.ceop.police.uk/safety-centre .

Activity 3: Online safety campaign
You are in charge of a social
media campaign to help
support online safety
around sharing photos and
videos.
Create:
• Two posts for either
Twitter or Instagram
• A hashtag to support
your campaign for
example,
#AskBeforeYouPost

Session 4
Gaming

Activity 1: Online gaming
Did you know?
The gaming industry is
worth more than the
music and video
industries combined

What games do you play online?

Activity 1: Online gaming
Pick one game mentioned, and write down what you
think someone your age should know about this game.
1. Can people you don’t know start talking to you?
2. What are the different ways that you can communicate with
other people?
3. Are there extra items that can be paid for inside the game?
4. Is there an age restriction? How is this checked?

5. What is the content of the game?

Activity 1: Online gaming
What 3 pieces of advice
would you give to
someone your age, to
keep them safer whilst
gaming?

Playing online games safely
1. Be careful when sharing
information about yourself.
It’s great to find people that
you enjoy gaming with
online, just don’t tell them
everything about yourself, or
chat to them anywhere else
online, like a social network
or a messaging app.

Playing online games safely
2. Always choose a
username that does not
reveal any personal
information, like your full
name and hometown.
That way if someone is
making you feel
uncomfortable, you can
block them and not worry
that they can find you
again.

Playing online games safely

3. Read the terms and
conditions of use within
games to ensure there
are no hidden charges!
If you’re not sure, get an
adult to help you.

Playing online games safely
4. Don’t click on a link
from someone you don’t
know.
It could contain a
computer virus or
spyware which tells the
person your personal
information without you
knowing.

Playing online games safely
5. Remember, this is very
different to when your
parents were growing up.
So if you love gaming
online, it might be hard for
them to understand how
important it is to you. Keep
them involved by letting
them know what games
you’re playing and what
you love about them.

Activity 2: In-game chat
Being able to chat with
people across the world
can make gaming more
exciting and make it
easier to make friends
with others through
chatting whilst gaming.

Just like the real world, some
people you meet online may
not be nice. It can be easy to
lie online and sometimes
online ‘friends’ may be adults
that want to harm you.

What warning signs would you look out for when
chatting to someone?

4 things to look out for…
1)

They will try to gain your trust and ‘make friends’ with you. They
build this trust by making you think they have things in common with
you – like hobbies or the game that you’re playing with them.

2)

They might try to get you to do things, like add them on a social
network, give them your phone number, send them photos or video
chat. This can get very difficult if they talk about things which make
you uncomfortable or ask you to do things you don’t want to do.

3)

They might offer to tell you ‘cheats’ to help you out with a game. If
they ask for something in return, think about why they are doing this –
are they a ‘real’ friend or trying to build your trust – be alert!

4)

They may encourage you to tell them personal information, such as
where you live and what school you go to. This is part of their attempt
to get your trust and will tell them how to find you in the real world

Activity 2: In-game chat
Where would you go for
help if you were worried
about someone who is
talking to you in an online
game?

Blocking
Most games will allow you to block and report users that upset
you. This is done slightly differently on every game/platform.
Usually you find a players profile or name in your friends list and
click block. When you block someone it normally means that
although they can still send you messages, you won’t receive
them.

Reporting
Sometimes blocking isn’t enough. Some users should be reported
to stop them contacting other gamers too. Report users that:
• Stalk, bully, discriminate against or abuse you or other users
• Are disruptive or threatening
• Share others’ or your own personal or account information
If you are unsure how to block or report on the game/platform
you are using, each console has a guide to this on their website.

Trusted Adults
If you are worried, uncomfortable or uncertain about someone
you are gaming with, you can talk to an adult that you trust.

CEOP
Helps young people who are worried that someone they’ve met is
trying to abuse them or that are being sexually abused. If you’ve
met someone online, or face to face, and they’re putting you
under pressure to:
• Talk about sex or sexual things
• Meet them face to face when you’ve only met online
• Send nude or semi-nude photos
• Do sexual things on camera
You can report this to the CEOP safety centre. Find out more or
make a report by visiting: www.ceop.police.uk/safety-centre

Childline
If you’re worried, anxious or being bullied through online gaming,
you could contact Childline. They help anyone under the age of 19
with any issue that they are going through.
Find out more or speak with a counsellor:
www.childline.org.uk
0800 1111

